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Trojan Horses

• A program which ostensibly appears useful (e.g. a game 
or a utility) but which surreptitiously serves some other 
purpose (e.g. stealing or deleting files, removing 
security on a system)

• Relies on “social engineering” to entice the victim to 
activate it (sometimes employing reverse-
psychology…the “AOL4Free” trojan)

• Not necessarily very sophisticated

• The distinction between a virus, a worm and a trojan is 
becoming increasingly grey (many current items of 
malware are referred to as “blended threats”, taking the 
best (?) features of all three)

• A recent variant is the “Backdoor Trojan”…NetBus, Back 
Oriface, SubSeven
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Trojan Horses

• Less obvious examples are

– “e-cards” which quietly install other malware (such as 
Spyware, Keystroke Loggers)

– Games (most notorious is “Whack-A-Mole” which 
installs NetBus

– Many Spyware removal tools (perversely) do nothing of 
the kind and actually install Spyware

– Peer-to-peer filesharing software…both Morpheus and 
Kazaa have quietly installed Spyware/Adware tools 
which track users’ web-browsing activities, redirect 
Internet searches and display unsolicited pop-up 
advertising (more about Kazaa a little later)

– Network Accelerators
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Spyware/Adware

• Software that monitors the activities of a user (or gathers 
information about a user) without the user's knowledge 
or permission (but see below). 

• Typically relaying browsing habits or other information 
to a third party.  A more active variant (Adware) will 
present unsolicited advertising to the user

• Sometimes delivered along with useful programs (cf. 
Trojan Horse).  The program might be a conventional 
.EXE program or could be a Microsoft ActiveX control 
(e.g. a browser-based game)

• Users will sometimes “consent” to installation of 
Spyware/Adware by agreeing to the (usually long and 
opaque) license agreement for the useful software…the 
popular Kazaa filesharing (which we will examine) used 
this technique
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Kazaa

• A very popular file-sharing utility (they claim 214 million 
downloads), it also installs the Cydoor, GAIN and BDE applications

– Cydoor
• Gathers personal information and sends this back to Cydoor who will 

then sell their customers the ability to display targetted ads.  A unique 
ID (a CLSID) is written to the registry allowing you to be personally 
identified

• Displays popup advertisements within Kazaa application

– GAIN Network – (“Gator”)
• Changes browser settings, for example the default search provider, 

home or error page(s) etc., without user permission at time of change. 

• Silently connects to an unintended location to transmit personal 
information. 

• Silently tracks input or personally identifiable information without user 
permission. 

• Sells the option to generate “pop-up” ads when certain words appear 
on screen and/or when you visit a competitor’s website

– BDE
• Displays animated advertisements.  Also contains a mechanism which 

can be remotely turned on to allow remote access to all files on the 
host computer.  
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Kazaa

• Apart from its “hidden” functionality, 

Kazaa goes to a great deal of trouble to 

circumvent corporate firewalls and 

security policies

– Tries connecting on a whole range of ports, 

both TCP and UDP

– When all else fails, it will run over port 80 or 

443.

– All traffic is encrypted, making it difficult to filter 

based on connection content
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Browser Helper Objects

• Introduced in Internet Explorer version 4.0

• A mechanism to allow Internet Explorer to be 
heavily customised.  

• BHOs are COM components which run in the 
process space of the browser (and/or the 
Windows file explorer)

• BHOs have visibility and control of all aspects of 
the browser’s appearance and behaviour and 
have “visibility” of all events

• BHOs are listed in the registry at 
HKEY_LOCAL_MACHINE\ Software\ Microsoft\
Windows\ CurrentVersion\ Explorer\ Browser 
Helper Objects
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Browser Helper Objects

• Thankfully, these are relatively easy to 

defend against

– Several tools available which will block attempts 

to write to this area of the registry and/or will 

warn you when there are any modifications 

made (BHODemon from 

www.definitivesolutions.com is a popular one)

– You can change the permissions on this 

registry key so that it can’t be written to, even 

by Administrator

http://www.definitivesolutions.com/
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Autodialers

• Often the payload of viruses or other 

malware, these will replace the user’s 

dialup details (e.g. eircom.net…1893 150 

150) with a premium-rate number (e.g. 

1580 150 150).  Will often then trigger a 

call to the new “service”

• Non tech-savvy users may not notice until 

the phone bill arrives
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• Once again, delivered as the payload of some 
other piece of malware

• Intercepts keyboard device drivers and records 
every keystroke for transmission back to the 
attacker’s location

• Obvious use is for capturing 
usernames/passwords, credit card and bank 
details and general spying.  

• These are the main reason why you must use 
strong authentication (one-time passwords) for 
remote access from untrusted locations (e.g. 
Internet cafés, student labs  etc.)

• Not always software…

Keystroke Loggers

eBay…$50 !!
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Keystroke Loggers

• A similar device was recently (2005) used 

to almost steal £220M from Sumitomo 

Mitsui Bank

– Attackers masquerading as cleaners fitted the 

devices to several PCs, including 

• Those used by helpdesk personnel for remote 

access

• Those used for SWIFT inter-bank transfers

– The rest was easy (and very low-tech)
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Spam

• …a.k.a Unsolicited Commercial e-mail.

• Not exactly malware, but so pervasive that its 

causes, effects and remedies are worthy of study.  

• Some estimates 

indicate that between 

70% and 85% of the 

e-mail traffic on the 

Internet is spam.
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Spam

• Is it Malware ?  Not really, but it has a cost…

– Lost productivity…people are spending increasing amounts of time 
sorting through and deleting junk mail

– 22% of email users say that spam has reduced their overall use of 
email (source: Pew Internet & American Life Project survey, Feb 2005)

– Wasted resources…receiving and storing spam consumes:-

• Internet bandwidth, Server disk space, Tape capacity and backup 
window time

– Reduced effectiveness of email…

• Legitimate messages accidentally deleted (either manually or by 
automatic process)

– Increased infrastructure costs…

• Spam filtering has become big business

• The California legislature found that spam cost United States 
organisations alone more than $10 billion in 2004, including lost 
productivity and the additional equipment, software, and manpower 
needed to combat the problem. 
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Spam

• How is it distributed...?

– Commercial Operators:  Sadly, spam is cost-
effective.

• 6% of e-mail users claim to have ordered a product 
or services offered in an spam message.

• There are many companies who will distribute your 
message for a fee (they don’t describe themselves 
as spammers, naturally: “Online email marketing”, 
“Bulk Email”, “Online Relationship Management & 
Communications” are some of the euphemisms.  

• Given the very low per-message cost, the return per 
$/€ of marketing spend can be pretty good
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Spam

– Open relays:  SMTP servers which don’t 

validate destination addresses correctly:-

$ telnet mailhost.computing.dcu.ie 25

220 mailhost.computing.dcu.ie ESMTP Sendmail 8.13.2/8.13.2; Wed, 20 Apr 

2005 18:29:33 GMT

helo eamonn

250 mailhost.computing.dcu.ie Hello [213.168.233.141], pleased to meet 

you

mail from:<eamonn@lancomms.ie>

250 2.1.0 <eamonn@lancomms.ie>... Sender ok

rcpt to:<emcgon@eircom.net>

550 5.7.1 <emcgon@eircom.net>... Relaying denied. IP name lookup failed 

[192.168.1.1]

quit

Connecting to SMTP 

service

Sender address isn’t 

from the local 

domain

Neither is the 

recipient address:  

this is relayingMail server refuses 

the message (this is 

good !)
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Spam

• Viruses/Trojans:  There have been 

instances of other Malware existing to 

distribute spam from infected machines
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Spam

• Mail relaying attempts can be more sophisticated than 
this, exploiting lesser-known features of the SMTP 
standard…
– user@finaldomain.com@relayingdomain.com

– user%finaldomain.com@relayingdomain.com

– relayingdomain.com!user@finaldomain.com

• A useful tool is http://www.abuse.net/relay.html which 
will run a battery of tests against a nominated IP address

• Spammers are always on the lookout for new open 
relays to exploit.

• The usual consequences of running an open relay are
– Large volumes of Internet traffic (particularly outbound)

– A flood of irate messages from spam recipients who identify you as 
a relaying host

– Difficulty delivering legitimate mail due to being “blacklisted” 
(discussed later)

mailto:user@finaldomain.com@relayingdomain.com
mailto:user%finaldomain.com@relayingdomain.com
mailto:relayingdomain.com!user@finaldomain.com
http://www.abuse.net/relay.html
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Spam

• Defences

– Verifying sender addresses for validity
$ dig mx computing.dcu.ie

; <<>> DiG 9.1.2 <<>> mx computing.dcu.ie

;; global options:  printcmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 59225

;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:

;computing.dcu.ie.              IN      MX

;; ANSWER SECTION:

computing.dcu.ie.       339     IN      MX      10 

mailhost.computing.dcu.ie.

Good: The sender 

address is a valid e-mail 

domain
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Spam

• A strong acquaintance with the “dig” and 

“whois” commands is a valuable skill for 

anybody engaged in Internet infrastructure 

work (including security-related work)

$ dig mx spammerdomain.ie

; <<>> DiG 9.1.2 <<>> mx spammerdomain.ie

;; global options:  printcmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 28756

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:

;spammerdomain.ie.              IN      MX

Bad: The sender’s 

domain doesn’t exist.  

Could be a 

misconfiguration, but is 

probably spam
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Spam

– Reverse-DNS lookups on sender IP addresses

$ dig -x 136.206.11.247

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 56708

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:

;247.11.206.136.in-addr.arpa.   IN      PTR

;; ANSWER SECTION:

247.11.206.136.in-addr.arpa. 79062 IN   PTR     mailhost.computing.dcu.ie.

$ dig mailhost.computing.dcu.ie

; <<>> DiG 9.1.2 <<>> mailhost.computing.dcu.ie

:

:

;; ANSWER SECTION:

mailhost.computing.dcu.ie. 593  IN      A       136.206.11.247

Good: Got an answer…

…excellent: It matches 

the forward entry
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Spam
– DNS Blackholes

– There are lots of these…

• Spamhaus – www.spamhaus.org

• The Composite Blocking List – cbl.abuseat.org

• SpamCop – www.spamcop.net/bl.shtml

– …and many others

$ dig 247.11.206.136.sbl-xbl.spamhaus.org

:

:

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:

;247.11.206.136.sbl-xbl.spamhaus.org. IN        A

$ dig 107.178.203.192.sbl-xbl.spamhaus.org

:

:

;; QUESTION SECTION:

;107.178.203.192.sbl-xbl.spamhaus.org. IN A

;; ANSWER SECTION:

107.178.203.192.sbl-xbl.spamhaus.org. 7200 IN A 127.0.0.2

Good: Address not 

found in list

Bad:  The address is 

found…block mail 

coming from this IP 

address

http://www.spamhaus.org/
http://www.cbl.abuseat.org/
http://www.spamcop.net/bl.shtml
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Spam

– Simple keyword text scanning…

• Many spam messages will contain some fairly 

obvious keywords: “viagra”, “loan”, “mortgage”

– Message structure

• Probably HTML-formatted, often with lots of big text 

in bright colours

• Will typically contain some HTTP links

• May contain some reference to “unsubscribing” 

• May contain a declaration in compliance with the 

2004 US CAN-SPAM law
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Spam

– SMTP header analysis
Received: from unknown (HELO 209.68.1.210) (218.26.247.150)

by voot.pair.com with SMTP; 3 Mar 2005 17:57:42 -0000

Received: from tension.123email.com ([216.144.1.14])

by cargoes.x9media.de

(InterMail vK.4.04.00.00 681-662-009 license 6pa990zw1940v6bv7o1dto101

4v4zhi9)

with ESMTP

id <60611791601682.ABGU628.canto@tension.123email.com>

for <monn@bogpeople.com>; Thu, 03 Mar 2005 10:51:40 -0700

Received: from beast ([205.158.62.116]) by tension.123email.com

(iPlanet Messaging Server 5.2 HotFix 1.14 (built Mar 12 2005))

with ESMTPA id <QQCHHEJYVGCGYXS@tension.123email.com> for monn@bogpeople.com;

Thu, 03 Mar 2005 20:51:40 +0300 (IDT)

Message-ID: <WO4H40S7935A479v6b1D86SO732L1R5KXP@mill.co.uk>

From: "Gene Cross" <Connellvpzf@bip.net>

To: "Monn" <monn@bogpeople.com>

Subject: Personals : Do you like meeting girls moan

Date: Thu, 03 May 2005 11:49:40 -0600

MIME-Version: 1.0

Content-Type: multipart/alternative;

boundary="----=_NextPart_956_9562_51F3BONU.H64P7841"

X-Priority: 1

X-MSMail-Priority: High

X-Mailer: AOL 2.0 for Windows US sub 569

User Agent ID faked

Faked numeric HELO 

message

Date sometime in the 

future

High message priority
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Spam

– Adaptive Bayesian filtering
• First suggested by Paul Graham in 2002 

(http://www.paulgraham.com/spam.html).

• A large corpus of spam and non-spam is required.  
From these, tokens (e.g. words) are extracted and the 
probability of each token occurring in each corpus is 
calculated.  Incoming messages are then tokenised 
and the probability of the message being spam (or not) 
is calculated based on the probabilities of the individual 
words.

• New messages are added to the appropriate corpus, 
improving accuracy over time (hence “adaptive”).  You 
need to manually correct misclasifications in order to 
have accuracy improve over time.

http://www.paulgraham.com/spam.html
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Spam

Bayes Theorem…
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How is this relevant to spam filtering…

– Define A as “message is spam” (from corpus)

– Define B as “message contains token X”

Once a suitable corpus has been built up, this technique is very effective

Spammers (predictably) have fought back…

– Long pieces of text at the bottom of the message to skew the statistical 

calculation

– Sometimes this text is “invisible” (although this can be positive…the heuristic 

rules may catch this)
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Spam

• Bayesian Filtering…a real system

– Start with 2 x corpuses…one spam and one non-spam

– Tokenise all of these messages, counting the number of 

occurrences of each token in each corpus

– Calculate a table mapping each token to the probability 

of that token indicating that the message is spam

– For each incoming message, identify the 15 “most 

interesting” tokens (i.e. those with a probability furthest 

from 0.5 in either direction)

– Use these probabilities to calculate the probability that 

the message is spam.  If the probability exceeds a 

threshold, then mark as spam.
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Spam

• Bayesian Filtering…a real system

– Start with 2 x corpuses…one spam and one non-spam

– Tokenise all of these messages, counting the number of 

occurrences of each token in each corpus

– Calculate a table mapping each token to the probability 

of that token indicating that the message is spam

– For each incoming message, identify the 15 “most 

interesting” tokens (i.e. those with a probability furthest 

from 0.5 in either direction)

– Use these probabilities to calculate the probability that 

the message is spam.  If the probability exceeds a 

threshold, then mark as spam.
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Spam

• This approach has many advantages…

– The “good” and “bad” corpus is user-specific and will 

evolve to include user-specific clues (e.g. spouse’s 

name, name of locality, interests).  This makes it very 

difficult for the spammers to bypass in any generic way

– The typical characteristics of spam are usually not

found in non-spam messages (e.g. misspelt words, 

large, brightly-coloured fonts)

• …and some disadvantages

– Quality of results relies entirely on the quality of the 

training

– Much depends on the “cleverness” of the heuristics
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Spam

• It should be fairly apparent that none of these techniques 
by itself is going to be particularly effective.

• In practice, spam filters use a large number of heuristic 
tests such as these and calculate a “score” which 
represents the probability of a message being spam.  If 
the message scores above a defined threshold, it is 
marked as spam and treated accordingly

• The challenge is to define appropriate tests and to 
associate appropriate scores to them (positive and 
negative).  The current version of SpamAssassin 
(www.spamassassin.org) performs 787 separate tests

• The problem is that many spammers now craft their 
messages so that they can make it under the bar.  
Spammers and anti-spam software developers are 
doomed to an endless “arms-race”

http://www.spamassassin.org/
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Spam

• Where do spammers get their mailing lists ?
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Spam

– Harvesting addresses from

• Web pages (including blogs, guestbook entries etc.)

• Newsgroup postings

• DNS name registrations

$ whois -h whois.networksolutions.com lancomms.com

NOTICE AND TERMS OF USE: You are not authorized to access or query our WHOIS

database through the use of high-volume, automated, electronic processes. (blah blah)

Registrant:

LAN Communications

:

:

Administrative Contact, Technical Contact:

McGonigle, Eamonn         eamonn@LANCOMMS.IE

LAN Communications

34 Greenmount Office Park

Harold's Cross, Dublin 6

IE
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Spam

• Publicly-accessible LDAP directories

$ ldapsearch -h nds.dcu.ie -b 'ou=MSSF,ou=students,o=dcuó objectclass=ó*' 

givenName sn mail

:

:

cn=meehano2,ou=mssf1,ou=mssf,ou=Students,o=DCU

mail=owen.meehan2@mail.dcu.ie

givenName=Owen Gerard

sn=Meehan

cn=mcwalte2,ou=mssf1,ou=mssf,ou=Students,o=DCU

mail=eamonn.mcwalter2@mail.dcu.ie

givenName=Eamonn

sn=McWalter

cn=ricep4,ou=mssf1,ou=mssf,ou=Students,o=DCU

mail=patrick.rice4@mail.dcu.ie

givenName=Patrick Jerome

sn=Rice

:

:

Don’t worry…this 

particular search 

doesn’t work from 

outside DCU
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Spam

– Directory Harvesting Attacks (DHAs)

• These now account for a significant portion of spam 

messages:-

$ telnet mailhost.computing.dcu.ie 25

220 mailhost.computing.dcu.ie ESMTP Sendmail 8.13.2/8.13.2; Wed, 20 Apr 2005 

20:06:57 GMT

helo me

250 mailhost.computing.dcu.ie Hello [213.168.233.141], pleased to meet you

mail from:<eamonn@lancomms.ie>

250 2.1.0 <eamonn@lancomms.ie>... Sender ok

rcpt to:<nosuchuser@computing.dcu.ie>

550 5.1.1 <nosuchuser@computing.dcu.ie>... User unknown

rcpt to:<eamonn@computing.dcu.ie>

250 2.1.5 <eamonn@computing.dcu.ie>... Recipient ok

$ telnet mail2.eircom.net 25

220 mail10.svc.cra.dublin.eircom.net ESMTP

helo me

250 mail10.svc.cra.dublin.eircom.net

rcpt to:<nosuchuser@eircom.net>

250 ok

This is bad.  Spammer 

now knows that this is a 

valid address

This is better (in one way), 

but spammer may still be 

able to determine valid 

addresses by waiting for 

the bounced message
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Spam

– Spyware

– Online forms (e.g. e-cards, shareware 

registrations)
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Spam

• One interesting initiative which may help 

in the long-term is SPF, the Sender Policy 

Framework
$ dig txt pobox.com

; <<>> DiG 9.2.3rc4 <<>> txt pobox.com

;; global options:  printcmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23988

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 5, ADDITIONAL: 0

;; QUESTION SECTION:

;pobox.com.                     IN      TXT

;; ANSWER SECTION:

pobox.com.              3600    IN      TXT     "v=spf1 mx mx:fallback-

relay.%{d} a:webmail.%{d} a:smtp.%{d} a:outgoing.smtp.%{d} a:discard-

reports.%{d} a:discards.%{d} mx:stor" "e.discard.%{d} a:emerald.%{d} 

redirect=%{l1r+}._at_.%{o}._spf.%{d}"
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Phishing

• A relatively new form of attack, this 

involves sending official-looking e-mails 

purporting to be from (typically) a 

financial institution asking you to click on 

a link and “update your details”.
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Phishing

Actual URL is
http://www.mybank.alliance-leicester.co.uk.confirmprocedure.all2k.info/r1/a/

Note the use of random text to try 

to defeat Bayesian filters
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Phishing

• Success rate is very high…studies indicate 

a 3% “click-through” rate (vs. 

approximately 0.5% for regular spam) and 

(so far) the likelyhood of being caught is 

relatively low. (Source: Gartner)
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Spam (again !)

• Why “Spam” ?


