CA215 Complexity Il: The Class NP

Non-Deterministic Turing Machines

The running time of non-deterministic TM M is a
function f : N — N, where f(n) is the maximum
number of steps that M uses on any branch of the
computation on any input of size n.

Definition: NTIME(f(n)) = {L|L is a language
decided by an O(f(n))-time non-deterministic TM}

If there is an upper bound of n*, where k& > 0,
then we say that it runs in polynomial time.

Definition: The class VP is the set of languages

decidable in polynomial time on non—deterministic
TMs.

NP = [ JNTIME(n*)
k
These complexity classes are related as follows:

PCNPCEXPTIME
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Problems in NP

A Hamiltonian path in a directed graph G visits each
node once:

HAMPATH = {(G, s,t)|G has a Hamiltonian path
from s to t}

How hard is it to decide this language?

A possible solution:

e generate each potential path

e check whether it is Hamiltonian

This algorithm is exponential.
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Problems in NP

A non-deterministic TM to decide HAMPATH for
input (G, s, t):

1. Write a list of numbers p1,...,p,m, Where m is
the number of nodes in G

2. Check for repetitions. If any found, reject.

3. Check whether p; = s and p,,, = t. If either fails,
reject.

4. for i,1 < i < m, check whether (p;,p;11) is an
edge in G. If any is not, reject. Otherwise, accept.

All stages are polynomial. Therefore, this non-
deterministic TM runs in polynomial time.
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Polynomial Verifiability

This problem has one very interesting feature:
polynomial verifiability.

e we don't know a fast way to find a Hamiltonian
path

e but we can check whether a path is Hamiltonian
in polynomial time

In other words, verifying a path is much easier than
determining whether it exists.

A verifier for a language L is an algorithm V' where:
L = {w|V accepts (w, c¢) for some string c}
e measure verifier time only by length of w

e a polynomial verifier runs in polynomial time in
jw].

e a language L is polynomially verifiable if it has a
polynomial verifier.

Languages and Computability



CA215 Complexity Il: The Class NP

Polynomial Verifiability

The verifier uses the additional information ¢ to verify
w € L. String c is called a certificate, or a proof.

For polynomial verifiers, ¢ must have length
polynomial in |w|.

For HAMPATH, a certificate for (G,s,t) €
HAMPATH is simply the Hamiltonian path from
s to t. Can verify in time polynomial in |G| whether
path is Hamiltonian.

NP is the class of languages that have polynomial
time verifiers.

A language is in NP iff it is decided by some non-
deterministic polynomial-time TM.

e the non-deterministic TM simulates the verifier by
guessing the certificate.

e the verifier simulates the non-deterministic TM by
using the accepting branch as a certificate.
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Problems in NP

A natural number is composite if it is the product of
two integers greater than one.

COMPOSITES = {x|x = pq for integers p,q > 1}

e we don't know a polynomial-time algorithm for
deciding this problem

e we can easily verify that a number is composite

A certificate for £ € COMPOSITES is simply one of
its divisors.

We can verify in polynomial time that the divisor
divides z.

COMPOSITES has applications in cryptography.
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Aside: Cryptography

A public-key cryptosystem makes use of a public key
which is publicised, and a private key which is kept
secret. A message encrypted using the public key (by
function f) can only be decrypted using the private
key (by functionf~1), and vice versa.

If Alice wishes to send a message to Bob, she finds
Bob's public key in a public directory, encrypts the
message, and sends it to Bob. Only Bob knows the
private key, so only he can decrypt this message.

A similar mechanism can also be used for digital
signatures. If Bob encrypts a message using his
private key before sending it, then anyone can check
that it actually came from him by using his public
key to decrypt it.

The encryption function f is a one-way trapdoor
function. It is easy to compute in one direction
(f € P e.g. multiplying two primes), but is difficult
to compute in the opposite direction (f~1 € NP
e.g. COMPQOSITES). The ‘trapdoor’ is provided by

the private key, which makes f~! easy to compute.
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Problems in NP

The travelling salesman problem (TSP) involves a
travelling salesman who has to visit each of the
cities in a given network before returning to his
starting point. This round trip should be done
by travelling the least possible distance. The city
network is represented as a graph containing nodes
(the cities) and edges with associated costs (the
distances between the cities).

For example:
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Problems in NP

A clique in a graph is a subgraph where every two
nodes are connected by an edge.

A k-clique is a clique that contains k£ nodes.

For example:
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CLIQUE = {(G, k)|G is an undirected graph with a
k-clique}
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Problems in NP

A Boolean formula is an expression involving Boolean
variables and operations (A, V, and —). For example:

¢=(-zAy)V(zA-z)

A Boolean formula is satisfiable if some assighment of
True and False to the variables makes the formula
evaluate to True.

For example, the above formula is satisifable because
the assignment x = False, y = True and z = False
makes ¢ evaluate to T'rue. We say this assignment
satisfies ¢.

The satisfiability problem is to test whether a Boolean
formula is satisifable:

SAT = {¢|¢ is a satisfiable Boolean formula}
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Is P= NP?

Whether or not P = NP is one of the great unsolved
mysteries in contemporary mathematics.

e most computer scientists believe they are not
equal

e most bogus proofs show them equal

If P differs from NP, then the distinction between
P and NP — P is meaningful and important:

e languages in P tractable.

e languages in NP — P intractable.

Until we can prove that P #% NP, there is no hope
of proving that a language lies in NP — P.

Nevertheless, we can prove statements of the form
“f P# NP then A NP— P

Cook’s Theorem: P = NP iff SAT € P
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Polynomial Time Reducibility

In order to prove that a problem belongs to a
particular complexity class, we show that this problem
can be reduced to another problem which is known
to belong to that complexity class (compare this to
proving that a problem is undecidable).

A language L is polynomial time reducible to
language L if there is a polynomial time computable
function f, where for every string w:

w € Ly iff f(w) € Lo

For example, if L; € P and Ly is polynomial time
reducible to L4, then Lo, € P.
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Polynomial Time Reducibility

As an example, we show that HAMPATH s
polynomial time reducible to TSP.

Given a graph GG with N nodes, we can construct a
travelling salesman network 7' as follows.

The nodes of T are precisely the nodes of (G, but
edges are drawn between every two nodes, assigning
cost 1 to an edge if it was present in G, and 2 if it
was not. For example:

______________________________
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This transformation requires only a polynomial
amount of time.

T has a travelling salesman route of length N + 1
or less only if G contains a Hamiltonian path. Thus,

HAMPATH is polynomial time reducible to TSP.
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N P-Completeness

A language L is N P-complete if it satisfies the
following two conditions:

1. Lisin NP

2. Every L' in NP is polynomial time reducible to L

If L1 is NP—complete and L7 is polynomial time
reducible to Ly where Ly € NP, then Ly is NP-
complete.

The class of N P-complete languages are

e “hardest” languages in NP
e ‘“least likely” to be in P

e If any NP-complete L € P, then NP = P.

Cook’s theorem can be restated as: SAT is NP-
complete.

HAMPATH, TSP and CLIQUE are also NP-
complete.
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