Linear Cryptanalysis

This is another powerful method of Cryptanalysis, due to Matsui. Again lets use FEAL-4 as our victim. Recall the modified F-function with a slight change in notation.
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Recall the functions S0 and S1 as

Where 
S0 = ROL2(x+y)

mod 256

And

S1 = ROL2(x+y+1)
mod 256

Now a potential weakness in this design is that the addition of the two least significant bits of x + y, is simply x0(y0. The idea is to exploit this linearity. 

Similarly the LSB of x+y+1 = x0 ( y0 ( 1

Consider the output and input bytes now as 32-bit quantities. The i-th bit of the input is denoted I[i], with the bits numbered from right-to-left in the diagram above. 

It is not difficult to see that

O[2]   = O[8] ( K[0] ( I[0] ( 1




(1)

O[10] = O[16]  ( K[8] ( I[8] ( I[0] 




(2)

O[18] = K[8] ( I[8] ( I[0] ( K[16] ( I[16] ( I[24] ( 1

(3)

O[26] = O[16] ( K[24] ( I[24]





(4)

Introducing the notation O[2,8] = O[2] ( O[8], this gives us from (1)

I[0] = O[2,8] ( K[0] ( 1

From (4)

I[24] = O[16,26] ( K[24]

Substituting for I[0] into (2) and re-arranging gives us

I[8] = O[2,8,10,16] ( K[0,8] ( 1

Finally XORing (2) and (3) together and substituting for I[24]

I[16]= O[10,18,26]  ( K[16,24]  ( 1

Gathering the equations together and re-organising we now have


O[2,8] = I[0] ( K[0] ( 1



(1)

O[2,8,10,16] = I[8] ( K[0,8] ( 1

(2)

O[10,18,26] = I[16]  ( K[16,24] ( 1

(3)

O[16,26] = I[24] ( K[24]


(4)

Linear Cryptanalysis is a basically a known plaintext attack, which is a little more realistic than Differential Cryptanalysis, which is a chosen plaintext attack. However choosing the plaintexts can certainly help.

The idea is to construct a function g(P,C,k) which evaluates as a single bit, where k are a small subset of key bits, such that g is a constant for all the                       known plaintext/ciphertext pairs. If we find the correct k, then it will be a constant. If we have the wrong k it won't be constant. 

The correct value of k will be found by a limited exhaustive search.

For example say we have 5 matching plaintexts and ciphertexts, {P1,C1},{P2,C2},{P3,C3},{P4,C4},{P5,C5}

Say we are searching for 12 bits of the key. We start by guessing k=000000000000. We find that g1(P1,C1,k)= g2(P2,C2,k)=1, but g3(P3,C3,k)=0. Then this key must be wrong because the right-hand-side should be the same for every plaintext/ciphertext pair. So next guess k=000000000001. Continue until a k is found for which gi(Pi,Ci,k) is a constant for all {Pi,Ci}. Then with overwhelming probability these bits of the key have been found.

Now lets attack FEAL-4. The pre-and post-whitening are "pushed" into the middle and their effects combined in the key components K5 and K6


































We have

Ch[2,8] = O4[2,8] ( K6[2,8] ( O2[2,8] ( Ph[2,8] ( Pl[2,8]

From (1) 

O4[2,8] = K4[0] ( Ch[0] ( Cl[0] ( 1

O2[2,8] = K2[0] ( Ph[0] ( F(Ph(Pl,K1)[0] ( 1

Substituting into the above:-

Ch[2,8] = K4[0] ( Ch[0] ( Cl[0] ( K6[2,8] ( K2[0] ( F(Ph(Pl,K1)[0] 

( Ph[0] ( Ph[2,8] ( Pl[2,8]

Re-organising this identity, and putting all the key components on the RHS

Ph[0,2,8] ( Pl[2,8] ( Ch[0,2,8] ( Cl[0] ( F(Ph(Pl,K1)[0] = 

K2[0] ( K6[2,8] ( K4[0]

This is now the type of identity we can work with. The RHS is a constant independent of P and C, either a 0 or a 1.  We now need to determine those key bits in K1 which impact the value of the least significant bit, bit 0 of F(Ph(Pl,K1).

Exercise: Which bits of K1 influence bit 0? 

Now simply try all our known plaintext/ciphertext pairs against this equation, for all possible values of these key bits. The value of these key bits for which all our pairs generate a constant value on the LHS of the identity above, is the correct settings for these key bits.    

Using equations (2) (3) and (4) most of the other bits of K1 can be found. The remaining bits are easily found. Then in a similar fashion the other key components are found. In this way Matsui succeeded in breaking FEAL-4 with only 5 known plaintexts.

Now following Matsui lets use another one of our linear equations:-

Ch[10,18,26] = O4[10,18,26] ( K6[10,18,26] ( O2[10,18,26]  (Ph[10,18,26] (Pl[10,18,26]

From (3)

O4[10,18,26] = K4[16,24] ( Ch[16] (Cl[16] ( 1

O2[10,18,26] = K2[16,24] ( Ph[16] (F(Ph(Pl,K1)[16] ( 1

Substituting into the above and moving the key bits on the RHS

Ph[10,16,18,26] (Pl[10,18,26] ( Ch[10,16,18,26] ( Cl[16] ( F(Ph(Pl,K1)[16]  = K4[16,24] ( K6[10,18,26] ( K2[16,24]

The RHS is independent of P and C

"Now we can easily see that the key bits which influence the left-side of this equation are K1[8~14], and K1[16~22], in which K1[14] and K1[22] are only XORed in the left side. Hence moving these 2 bits to the RHS, we may suppose that the essential bits on the LHS are K1[8~13] and K1[16~21]… Therefore we obtain candidates for 12-bit keys by checking that the LHS gives a constant value for every known plaintext and the corresponding cipher-text. Similarily applying the other equations … one has candidates for K1[0~5] and K1[8~29]. It is easy to derive remaining bits so we omit the detail."

Linear Cryptanalysis

Generate 500 random plaintext/ciphertext pairs using findkey.exe

/* outline of program to implement Matsui's attack on bits

   K1[8-13] and K1[16-21] */

BYTE x[4096],k[4],data[4];

WORD32 K1;

BOOL first_time_in=TRUE;

for (i=0;i<500;i++)

{

/* for this pair calculate significant bit values */

  Ph10161826=((ph>>10)^(ph>>16)^(ph>>18)^(ph>>26))&1;

  Ch10161826= …   // etc.

  for (j=0;j<4096;j++)

  { /* try all combinations of target bits */

    k[0]=0; k[1]=j&0x3F; k[2]=(j>>6)&0x3F; k[3]=0;

    K1=pack32(k); // pack bytes into 32-bit K1

    unpack32(f(ph^pl,K1),data); // output of f(.)

    lhs=(Ph10161826^Pl101826^Ch10161826^Cl16^data[2])&1;

    if (first_time_in)  x[j]=lhs;

    else if (lhs!=x[j]) x[j]=0xff; // lhs has changed 

  }

  first_time_in=FALSE;

}

Now hopefully only one of x[j] will not be 0xff - that’s the right value of j and hence key bits 0-5 and 8-13 have been determined.
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