Bigger numbers

At the moment the function modmult looks like this

Big modmult(Big a,Big b,Big n)

{


return (a*b)%n;

}

Like this Big can only handle numbers that are less than 32-bits in size. This is disappointing, as in cryptography we use much bigger numbers. In fact things are a little worse than that, as in the above code a*b is calculated first, and this may be bigger than 32-bits (in general the product of two 32-bit numbers is a 64-bit number), and will cause an “overflow”, giving us the wrong answer. So actually only if we are sure that a and b are less than 16-bits can we be sure that their product is less than 32 bits, and that this function will will work correctly.

However, there is a 64-bit type in this C++. Its called long long

By changing the above to

Big modmult(Big a,Big b,Big n)

{


return ((long long)a*(long long)b)%n;

}

then the full 64-bit product can be calculated accurately, before being reduced modulo n to a 32-bit number again.

The syntax (long long) is called a “caste”, and it converts one type to another.

Also for completeness add to algorithms.h

extern Big modadd(Big,Big,Big);

extern Big modsub(Big,Big,Big);

and add to algorithms.cpp

Big modadd(Big a,Big b,Big n)

{


Big c=a+b;


if (c>n) c-=n;


return c;

}

and also

Big modsub(Big a,Big b,Big n)

{


Big c=a-b;


if (c<0) c+=n;


return c;

}

Greatest Common Divisor

Next add 

extern Big gcd(Big,Big);    

to algorithms.h, and add

// integer GCD, returns GCD of x and y 

// This is a comment. You can type anything

// after // in C++

Big gcd(Big x,Big y)

{ 

    Big r;


if (x<0) x=-x;

    if (y==0) return x;

    while ((r=x%y)!=0)

        x=y,y=r;

    return y;

}

to algorithms.cpp

This function calculates the Greatest Common Divisor of two integers. So now try this program

#include <iostream>

#include "algorithms.h"
using namespace std;

int main()

{


Big a,b,c;


cout << "Input 2 numbers" << endl;


cin >> a;


cin >> b;


c=gcd(a,b);


cout << "GCD= " << c << endl;

return 0;

}

Watch the iterations as the program finds the GCD of x=8721 and y=7089. At each step replace the larger number with its remainder when divided by the smaller number. When the remainder is 0 you are finished.
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The answer is 51.

This algorithm converges on the answer quite quickly. Note that the numbers involved are always getting smaller. Even for very large numbers, this simple algorithm is extremely efficient.

Integer Factorisation

Now lets look at the problem of integer factorisation. Given a number like 974153, what are its two factors? The hardness of the problem of integer factorisation is the basis of the famous RSA method used in Cryptography.

1. Brute Force

Factor n=1234567890

Divide by all primes less than n.

Factors are:- 2,3,3,5,3607,3803

Now consider this method on a 40-digit number n, which is the product of two 20 digit prime factors.

By the Prime Number Theorem there are approximately n/loge n primes less than n. Therefore there are about 2.1018 primes less than n.

If division by one prime can be accomplished in 1nano-second, then the factors will be found in around 2.109 seconds, that is in about 100 years.

There has got to be a better way.

2. Pollard   Algorithm

This algorithm uses a random number generator, exploits the Birthday paradox and uses Floyd’s cycle-finding algorithm.

Let n be the number to be factored. Consider the numbers generated by the iteration




x  (x2 + 1) mod n

starting from x = 2.

Example: n = 65

Iteration
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Note the quick appearance of cycles in x mod 5 and x mod 13.

These cycles could be of length 5 for x mod 5, as the numbers 0,1,2,3,4 could have appeared (in some order) before a repeat was inevitable. Such a maximal length cycle is however unlikely, as a consequence of the Birthday Paradox.

When a cycle repeats, the associated factor can be found as the GCD of the difference between the corresponding x mod 65 values, and 65. 

So for example 5=GCD(27-2,65).

But how to find a cycle?

Floyd’s Cycle Finding Algorithm will always eventually find the cycle, and the factor, by comparing the i-th value of x mod n with the 2i-th value.

#include <iostream>

#include "algorithms.h"

using namespace std;

int main()

{

    Big x,y,n,p;

    cout << “Enter Number to be factored = “; 

    cin >> n; // get number to be factored

    x=2;

    y=5;  // 2^2+1

    while ((p=gcd(y-x,n))==1)

    { // y is the 2i-th value, x is the i-th

//
cout << "y= " << y << endl;

//
cout << "x= " << x << endl;

        y=modmult(y,y,n); y=modadd(y,1,n);  // y=y*y+1 mod n

        y=modmult(y,y,n); y=modadd(y,1,n);  // y=y*y+1 mod n

        x=modmult(x,x,n); x=modadd(x,1,n);  // x=x*x+1 mod n

    }

    cout << n << " = " << p << "*" << n/p << endl;

    return 0;

}

Use this program to factor 974153. That is good, but we would also like to factor bigger numbers.

Here is a trick so that we can use a full 64-bit modulus n. In algorithms.h change the line

typedef long Big; 

to

typedef long long Big;

This means that Big numbers can now be up to 64-bits in size. However a 64-bit by 64-bit multiplication creates a 128-bit result, and we have no way of storing this! However there is a way to calculate (a*b mod n) without creating any numbers greater than n. 

To use this method replace the modmult() function with this.

// calculates (a*b)%m - use Blakely-Sloan 

// method to avoid overflow of Big type         

Big modmult(Big a,Big b,Big m)

{

    int i;

    Big d,r=0;

    a%=m;

    b%=m;

    if (a<0) a+=m;

    if (b<0) b+=m;

    d=m-a;

    for (i=8*sizeof(Big);i>0;i--)

    { /* do it bit by bit */

        r<<=1;

        if (b<0)

        { /* top bit set? */

            if (r>=m)   r-=d;

            else        r+=a;

        }

        if (r>=m) r-=m;

        b<<=1;

    }

    return r;

}

Now recompile the Pollard Rho program and use it to factor 11111111111 and then 11111111111111111 (17 ones)

