More on RSA

In practise the encrypting exponent of 3 can only be used with extreme care.

For example if the message is very small, cubing mod n might be just integer cubing.

For example if m=2, then m3 mod n is simply 8, and the cube root of 8 is trivially 2. So the message m must be big enough so that  m3 is bigger than n.

Another more subtle problem arises if the same message is sent to more than 3 or more individuals.

I calculate and transmit m3 mod na to Alice,  m3 mod nb to Bob,  m3 mod nc to Colin, and  m3 mod nd to David. All these ciphertexts are intecepted by Eve. She uses the Chinese remainder theorem to combine the values to find  m3 mod na. nb. nc. nd 

However this is in fact just m3, as  m3 < na. nb. nc. nd , and Eve can calculate the integer cube root of this to find m. The problem arises if the same message is sent to e or more people, where e is the encrypting exponent.

To avoid problems like this, it is normal to choose e=65537, a Fermat prime.

Also when using RSA some care should be taken to ensure that p and q are such that p-1 and q-1 do not have all small factors.

Another minor problem with RSA, is that the same message sent to the same person, always results in the same ciphertext. This leaks information to anyone observing the ciphertexts. To avoid this problem it is common to “pad” a message with some random data. So if using a 1024-bit modulus, the message might be in the first 512-bits, and the other 512 bits might just be filled with a random number.

Digital Signature

There is a problem with the simple use of RSA. If Bob puts his public key on his Web page, and gets an encrypted message from “Alice”, how does he know that it really came from Alice, and not from some-one pretending to be Alice?

Fortunately the RSA method also supports the idea of “digital signature”, or “digital sealing”.

Using RSA each user might have their own private and public key pairs. However while cubing a message modulo some-one else's public key amounts to encryption, calculating the cube root of a message modulo your own public key amounts to a form of signature. Only the possessor of the private key can carry out this operation. Note that such a signature can be verified by anyone, by simply cubing the signature modulo the signer's public key.

So Alice signs a message m by calculating s=m1/3 mod na   

Bob can verify the signature by checking that s3 = m mod na

Now when Alice wants to send a secret message to Bob, she might sign it first as above before encrypting it with Bob's public key  nb . This has the advantage that Bob knows that the message must have come from Alice.

But there is still a problem. How does Alice know that the public key she has for Bob is not in fact some-one else's public key? When Bob is verifying a signature using Alices public key, how does he know that it is really Alice's public key – and hence is it really Alice's signature?

These keys are large numbers that are difficult to remember. There is a need to securely associate a Public key with its owner. 

This is where Certification comes in. A certificate binds a public key to an individual. A Trusted Third Party provides a certificate to each individual involved. This consists of the users identity, other relevant information, and their public key. The complete certificate is then in turn digitally signed by the Trusted Third party, using their own public/private key pair. The TTP’s public key is “well-known” to all parties.

So now to send you a message, I first sign the message with my own private key. I then access your certificate from a public directory. I check the validity of the certificate using the TTPs public key to verify the signature. Then I encrypt the message using your public key as extracted from the certificate. 

When you receive the ciphertext, you decrypt it using your private key, and then you verify my signature using my public key, which you get from my certificate. Now you know it must have come from me, and authentication is restored.

Now I can access Bob’s public key in such a way that I can trust that it really is Bob’s public key. Further more I am also in a position to verify his seal, or digital signature. 

X.509 specifies a standard for certificate format. Their are many “Trusted Third parties” that have been established. The most famous is Verisign.com. When a big ecommerce company like amazon.com starts trading they approach Verisign, who do some background checks to check out that they are who they say they are. Amazon.com then generate their own private/public key pair, and send the public key to Verisign. When Verisign are satisfied they issue a certificate to Amazon, and digitally sign it. Note that there is nothing secret about a certificate – it can be published openly for all to see.

Versign's public keyis well-known. In fact it is built into Windows explorer, Firefox and other Web browsers.

Case Study – Secure Sockets layer – SSL

Lets say you want to buy a book from Amazon.com

1. Your computer generates a suitable random encryption key K.

2. Amazon send you their certificate, with their public key in it. Their certificate is signed by Verisign.com – the trusted third party.

3. Your computer verifies the Verisign signature using the Verisign public key, which is built into your browser.

4. Your computer encrypts K using the Amazon public key, and sends it to Amazon.com

5. You both now share K and use it to encrypt all subsequent communications, like credit card details etc.

6. K is destroyed and the link broken.

Note that this is one-sided authentication only – you know that you are dealing with Amazon. However Amazon do not really know who you are – but they don't care. As long as your credit card number is OK, they are happy. So you have no long-term secrets to keep.

El Gamal Digital Signature

The El Gamal public key method can also be used for Signature. A variant of this method constitutes the popular International Digital Signature Standard.

A prime p, and suitable generator g are made known to all.

The Signer has a secret key x and a public key y related by





y=gx mod p

To sign a message m<p, first generate a random number k < p.

The signature consists of 





r = gk mod p





s = (m – x.r).k-1 mod (p-1)

To verify this signature, a possessor of the public key checks that





yr.rs  gm mod p

This can be checked directly by substitution.

There appears to be no way to forge a signature on a given message without first solving the discrete logarithm problem.

Identification – the passport of the future?

How can person A identify themselves to person B, whilst not revealing any information which would enable either B or an eavesdropper to subsequently masquerade as A?

Proof of identity might be stored on an unforgeable Smart-Card.

Solution:
Fiat-Shamir Method

The RSA system can be described simply as




e = m3 mod n




m = e1/3 mod n

Therefore the ability to decrypt is equivalent to the ability to extract cube roots mod n. It is easy to take such roots only if the factors of n are known.

Assume a “trusted centre” which generates n = p.q

Each individual’s identity is represented as an ascii string I, which can be treated as a base-256 number.

The trusted centre then calculates 3I for every user of the system. It then destroys p and q.

Each user is then issued with a Smart Card which contains I, 3I, and n.

The idea is that to prove identity the user reveals I, and then proves that he/she has knowledge of 3I , without actually revealing it.

This is sometimes called a Zero-Knowledge proof, as it proves possession of certain knowledge without revealing anything about it (!?)

The protocol (all arithmetic mod n)

1. Prover shows I to verifier

2. Prover generates random number R, cubes it, and sends A=R3 to verifier.

3. Verifier tosses a coin and responds Heads or Tails.

4. The prover then

(a) If heads, then sends B = R. The verifier cubes this to get R3 and compares it with the number received in step 2. Check B3 = A.

(b) If tails, then sends B = R.3I. The verifier cubes this to get I.R3 and compares it with the number sent in step 2, times the I sent in step 1. So check B3=I.A

If comparisons work, the verifier is satisfied (for now!). However a cheater has a one in two chance of success, so go back to step 2., and do it again, and again until satisfied.

In step 4a the prover is being tested on whether or not it actually knows the cube root of the number sent. If not, it will sooner or later be caught out. However anyone can respond correctly if heads were received every time, as anyone can generate a random number mod n and cube it.

In step 4b however the cheater has a bit of a problem, not knowing 3I. However if tails were luckily predicted, the cheater could send A=R3/I in step 2 (a number whose cube root she doesn’t know – gulp), followed by B=R in step 4b. This passes the comparison check as B3 = I.A.

But a cheater must be very lucky! In step 2 a commitment is made which cannot be backed away from. A single wrong guess and the game is up!

Observe that 3I is only used in the context of R. 3I. Since R is generated randomly, it is acting as a “One-time-pad” on 3I, and therefore no matter how many such values are observed, nothing whatsoever is revealed about the secret 3I.

The Digital Signature Standard

This is a method for digital signature standardized by the NIST. It is a variant on the El Gamal signature, but more efficient.

Parameter Generation

1. Generate a random 160-bit prime number q.

2. Generate a random 1024-bit prime p such that p-1 is a multiple of q.

3. Find a generator g of the prime order sub-group of order q.

Generating a Public/Private Key pair

Generate a random x and calculate y=gx mod p

Here x is the private key, y is the public key

Digital Signature

This requires x, g, p and q

1. Generate a random value of k and calculate r=(gk mod p) mod q. Note that this can be done off-line before the message to be signed is available.

2. Get the message to be signed m.

3. Calculate s=(m+x*r)/k mod q.

4. The signature is {r,s}. Note that r and s are each only 160 bits in length, so the signature is quite short.

Signature Verification

This requires y, g, p and q

1.
Retrieve m and its signature {r,s}. If r or s is greater than or equal to q, abort and do NOT verify the signature.

2.
Calculate a=m/s mod q and b=r/s mod q. 

3.
Calculate v= (ga.yb mod p) mod q

4.
If v=r then the signature is verified. Otherwise its not.

Note that signature is much faster than verification. This is in stark contrast with RSA where verification is much faster than signature.

#include <iostream>

#include "zzn.h"

#define QBITS 30

#define PBITS 60

int main()

{

    
Big p,q,k,x,r,s,t,c,m,v,a,b;


ZZn g,y;

// First generate prime q,a,b


t=(Big)1<<QBITS;


q=rand(t);


while (!prime(q)) q=q+1;

//  Find prime p=cq+1


t=(Big)1<<(PBITS-QBITS);


do


{



t=t+1;



p=q*t+1;


}


while (!prime(p));


cout << "p= " << p << endl;


cout << "q= " << q << endl;


modulo(p);

// Find generator of order q


g=pow((ZZn)2,t);


cout << "g= " << g << endl;

// generate public/private key pair

    
x=rand(q);

    
y=pow(g,x);


cout << "Private key= " << x << endl;


cout << "Public key= " << y << endl;

    
m=11111111111LL;


cout << "message= " << m << endl;

// sign message m

    
k=rand(q);


r=pow(g,k)%q;


s=moddiv(m+x*r,k,q);


cout << "r= " << r << endl;


cout << "s= " << s << endl;


a=moddiv(m,s,q);  //a=m/s mod q


b=moddiv(r,s,q);   //b=r/s mod q


v=(pow(g,a)*pow(y,b))%q;


if (v==r) cout << "Signature is verified" << endl;


else        cout << "Signature NOT verified" << endl;


return 0;

}    

