The WeakTea Project

Convinced that block ciphers are made unnecessarily strong, Dr. Dimwit has designed his own block cipher WeakTea. It is an unashamed rip-off of the Tea cipher, with a 32-bit key and a 32-bit block size.

The key is supplied as two 16-bit numbers. The plaintext also comes as two 16-bit numbers, as does the ciphertext. 
However, concerned that the key may in fact be too small, he decides to use it in Double-WeakTea mode, doubly encrypting the plaintext with two different keys k1 and k2. In this way he hopes to get an effective key size of 64-bits.
Find the program weaktea.cpp on the public drive p:\public\mike\crypto.

When run with the correct key it produces this output

Plaintext (   1,   2)  Encoded= (eb8d,4ee6)  Decoded= (   1,   2)

Plaintext (1234,5678)  Encoded= (3e08,fbab)  Decoded= (1234,5678)

Plaintext (6789,dabc)  Encoded= (6617,72b5)  Decoded= (6789,dabc)

Plaintext (9abc,deff)  Encoded= (ec49,320f)  Decoded= (9abc,deff)
However the key in the program has been removed…

    
k1[0]=0xXXXX;  // Find XXXX!
    
k1[1]=0xXXXX;

    
k2[0]=0xXXXX;

    
k2[1]=0xXXXX;

Your mission is to recover both 32-bit keys, k1 and k2.

Terms and Conditions:- Students may work in teams of two, or individually. Submit by email your source code and a short (typically one or two page) description of the method used to recover the key, to mike@computing.dcu.ie, with CA642 in the subject line. In particular detail the amount of time and space needed by your cracker program. Extra marks for the most efficient programs, and for the earliest submissions. You can use any (legal) method you like to recover the keys. Deadline Friday 10th December 2010, but the sooner you submit the better.  The usual caveats about plagiarism apply (and will be applied).
